
Risks of using electronic communication  

 
The Physician will use reasonable means to protect the security and confidentiality of information 
sent and received using the Services. However, because of the risks outlined below, the Physician 
cannot guarantee the full security and confidentiality of all electronic communications:  

• Use of electronic communications to discuss sensitive information can increase the risk of 
such information being disclosed to third parties.  
  

• Despite reasonable efforts to protect the privacy and security of electronic communication, 
it is not possible to completely secure the information.  
  

• Employers and online services may have a legal right to inspect and keep electronic 
communications that pass through their system.  
 

• Electronic communications can introduce malware into a computer system, and potentially 
damage or disrupt the computer, networks, and security settings.  
  

• Electronic communications can be forwarded, intercepted, circulated, stored, or even 
changed without the knowledge or permission of the Physician or the patient. 
   

• Even after the sender and recipient have deleted copies of electronic communications, 
back-up copies may exist on a computer system.  
   

• Electronic communications maybe disclosed in accordance with a duty to report or a court 
order. 
   

• Video conferencing using services such as Zoom may be more open to interception than 
other forms of video conferencing.   
 

I acknowledge that I have read and fully understand the risks, limitations, conditions of use, and 
instructions for use of the selected electronic communication Services. I understand and accept 
the risks outlined in this consent form, associated with the use of the Services in communications 
with the Physician and the Physician’s staff. I consent to the conditions and will follow the 
instructions outlined, as well as any other conditions that the Physician may impose on 
communications with patients using the Services.  

I acknowledge and understand that despite recommendations that encryption software be used 
as a security mechanism for electronic communications, it is possible that communications with 
the Physician or the Physician’s staff using the Services may not be encrypted. Despite this, I agree 
to communicate with the Physician or the Physician’s staff using these Services with a full 
understanding of the risk.  

I acknowledge that either the Physician or I may, at any time, withdraw the option of 
communicating electronically through the Services upon providing written notice. Any questions I 
had have been answered. 


